


2. Automatic Event Analysis Engine

SifoView has an event-correlation analysis capability that can
effectively identify the relationship between events as being
redundant, mutually exclusive or interrelated. With this
function, SifoView filters large numbers of events and only
notifies administrators of the meaningful events, cutting down
the need for time-consuming and error-prone human analysis.

anywhere.
Obtain network information effectively to SifoView’s correlation conditions are defined using XML format,
generate appropriate alerts providing considerable flexibility and scalability for the event

analysis function.

3. Setup IPsec VPN Policy with GUI

Configuration of an IPsec VPN tunnel involves complicated
procedures such as authentication and configuring encryption,
and setting up of secured domains. Such manual configuration
is prone to errors that are difficult to troubleshoot.

IPsec VPN configuration is simplified using SifoView's graphical
user interface with just a few mouse clicks to establish a tunnel.
SifoView checks for consistency of the device's parameters
between both ends of the tunnel to ensure that the display is
correct.

Administrators can also perform real-time checking of the
operating status of the tunnel once it is established.

The system also uses several methods, including topology
display and email alerts, to notify administrators of events
and allowing them to monitor the network situation anytime,

Simplifies complex configuration

4. Enhanced Trend Analysis Reports

Efficiency in network analysis

The reports can also be exported and stored in local and portable

media.

SifoView is equipped with a comprehensive log and reporting
system with the ability to process up to 1000 log records, and a
log backup reminder system to prevent any data loss.

This powerful reporting system is capable of generating more
than 300 types of reports including log reports, performance
reports and event reports for various statistics such as traffic,
attacks, resource usage, etc. An Enhanced Trend Analysis
Reports feature compares the statistics collected at different

ittt crcimsanci o time intervals in a single report, greatly facilitating network
—— e l. analysis.




5. Definable Objects

Device performance indexes can be defined as objects in
SifoView which allows greater flexibility for monitoring purposes.
Commonly used indexes such as CPU usage, Disk usage,
interface traffic flow, etc. are predefined in SifoView. Admini-
strators can also define other unique indexes by specifying
formulas using elements that can be monitored.

A threshold can also be configured for each object. Thresholds
help detect abnormalities in the collected data that will facilitate
network status analysis.
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Flexibility in satisfying monitoring needs

7. Role-based User/Device Group Management
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Flexibility in monitoring performance

6. Single Point Access to Each Device

SifoView acts as a front-end to each security device’s configuration
interface. This means that administrators can login and access
different devices' interfaces from SifoView automatically, in
just one common platform.

Each administrator can be assigned up to 5 different roles, each with a different level of access rights. These roles

include:

Administrator Able to manage user accounts, configure the device and perform other monitoring operations.

Event operator Allowed to view and configure all functions in the Event module.

Configuration operator | Able to configure IPsec VPN and other configuration functions.

Performance operator Able to perform real-time monitoring of system performance, generate performance reports and

other related functions.

Auditor Able to view and configure log-related functions.

SifoView also supports a “device group” concept, which categorizes the devices into various groups based on their
name, type, IP address, etc. Different administrators can be assigned to manage different device groups, for increased

network security.

8. Tools

SifoView's toolset includes a SNMP MIB compiler, traceroute and ping commands.

9. Security Information

All data transmitted within SifoView will be encrypted. The following protocols are supported:

« SNMP v1, v2c and v3 between server and devices.
« HTTPS between client-end and devices.
* SSL between client-end and server-end.

Breathing Life into Security ™







